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Securing an ISP Backbone
Introduction

M ich a el  H .  B eh ring er < m b eh ring @ cis co. com >
Dis ting uis h ed E ng ineer
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News - J a n u a r y  2 2 , 2 0 0 2
Cloud-N i n e  O f f i c i a lly  Clos e s  I S P !

By:m a r k . j @  1 0 :4 4 :A M  - C o m m e n t s ( 3 5 )  - S e n d N e w s [H E R E ] /  
P r i n t N e w s [H E R E ]
Today looks set to be a sad and frustrating one for anybody who was ev er 
a c ustom er of the onc e p op ular unm etered dialup  and broadband I S P  
C loud-N ine.  
A t p rec isely 1 0 : 1 6 am  a few m inutes ago E m eric M isz ti ( C E O )  and J ohn P arr 
( O p erations D irec tor)  of the C 9  I S P  p osted what' s likely to be their final 
announc em ent on our forum s.  C 9  is now the latest I S P  to c lose,  although 
it' s the first we' v e ev er seen to go from  a hac k attac k! :
Cloud Nine regret to announce that at 7:45 this morning the decision w as 
tak en to shut dow n our I nternet connections w ith immediate ef f ect.
W e tried ov ernight to b ring our w eb  serv ers b ack  online b ut w ere seeing 
denial of  serv ice attack s against all our k ey  serv ers,  including email and 
D NS .  T hese w ere of  an ex tremely  w idesp read nature.
http://www.ispreview.co.uk/cgi-b in /ispn ews/prin tn ews.cgi? n ewsid 1 0 1 1 6 9 6 2 7 4 , 9 1 6 1 9 ,
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E v ol ut ion of  A v ail abil it y  T h reat s
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R ecent  T rend s :  D oS-f or-R ent

A uthor nic knam e:  D D oS  
suggests his serv ic es in c om m enc ing D D oS  attac k on any 
site of your c hoic e.  
" F ast,  with top  q uality and for any req uired p eriod of tim e"  
P ric es are :  ~ $ 8 0 -$ 9 0  for av erage site,  higher for m ore c om p lic ated ones.  
O ffers a dem onstration if the " c ustom er"  desires it.  
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R ecent  T rend s :  E x t ors ion

• “Y o u  p a y  m e  2 0 , 0 0 0 $  o r  y o u r  w e b  s i t e  g o e s  d o w n . ”
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Mbehring

6  Ph as e Incid ent  R es p ons e M et h od ol ogy
f or W orm s  and  D oS

1 . P rep a ra tion: B es t P ra ctices / p l a nning
2 . Detection: S om eth ing  is  w rong
3 . C l a s s if ica tion: W h a t is  w rong
4 . T ra ceb a ck : F ind inf ection v ector F ind ing res s  p a th
5 . M itig a tion: De-w orm ing C ounter m ea s ures  

1 . - C ontain - A C L s up stream
2 . - Q uarantine - R e-direc tion
3 . - I noc ulate - S c rubbing

6 . P os t M ortem R ev iew

tim
e 
cr
iti
ca
l

c o m m o n
w o r m  s p e c i f i c D o S  s p e c i f i c

Important!!
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C al l  f or A ct ion
• T h e  I n t e r n e t  i s  b e c o m i n g  t h e  t a r g e t
• M u s t  s e c u r e :  

Y our routers
Y our DN S  / oth er critica l  s erv ices
T h e inf ra s tructure

• M u s t  p r o t e c t :  
Y our cus tom ers  f rom  th e Internet
T h e Internet f rom  y our cus tom ers

Goal of this W ok shop :
W or k  tog e the r  to se c u r e  the  g lob al I n te r n e t 

Y ou are p art of the 
I nternet!
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Y ou are not  al one!

• C E R T -C C  ( w w w . cert. org )
C urrent sec urity issues and solutions

• N A N O G  ( w w w . na nog . org )
N orth A m eric an N etwork O p erators G roup

• P S IR T  ( w w w . cis co. com /g o/p s irt)
C isc o’s P roduc t sec urity team  ( with H O T p age)

• N S P -s ecurity  ( p uck . neth er. net/m a il m a n/l is tinf o/ns p -s ecurity )
C losed list with S P  sec urity ex p erts

• IN O C -DB A  ( w w w . p ch . net/inoc-db a /)
S et up  an I nter-N O C  S I P  telep hone network

• m a ny  m ore…

m
ore involvem

ent
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Securing a C ore N et w ork — O v erv iew
1 . B a s ic S ecurity

A A A ,  S S H ,  S N M P v 3 ,  rA C L ,  C oP P ,  etc …
2 . Don’t l et p a ck ets  into ( ! ) th e core

� N o way to attac k c ore,  ex c ep t through 
routing,  thus:  

3 . S ecure th e routing  p rotocol
N eighbor authentic ation,  m ax im um  routes,  

dam p ening,  G TS M ,  …
4 . Des ig n f or tra ns it tra f f ic

C orrec t C ore D esign
C ap ac ity /  Q oS
C hoose c orrec t router for bandwidth

5 . O p era te S ecurel y

S til l  “op en”: 
routing
p rotocol

O nl y  a tta ck  
v ector: T ra ns it 
tra f f ic

N ow  onl y  
ins ider a tta ck s  
p os s ib l e

A v oid ins ider 
a tta ck s

Indiv idua l  
router s ecurity
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A gend a:  ISP Securit y

L unch
S ecuring  th e Da ta  P l a ne1 1 4 5 -1 2 3 0
S ecuring  th e C ontrol  P l a ne1 1 0 0 -1 1 4 5

B rea k
S ecuring  R outers  a nd th e M a na g em ent P l a ne0 9 1 5 -1 0 3 0
Introduction: C urrent T h rea ts  f or S P  N etw ork s0 9 0 0 -0 9 1 5
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R ef erences
• T ea m  C y m ru

I S P  sec urity guidelines,  tem p lates,  bogon trac king,  etc :  
http : / / www. c ym ru. c om

• N A N O G  ( N orth  A m erica n N etw ork  O p era tors  G roup )
P resentations on I S P  sec urity tec hniq ues,  disc ussions,  etc
http : / / www. nanog. org

• P a ck et C l ea ring  H ous e 
R elev ant tec hniq ues,  white p ap ers,  c onfig ex am p les,  etc .
h ttp ://w w w . p ch . net/

• Internet S torm  C enter a nd Dis trib uted Intrus ion Detecion
G lobal I nternet m onitoring system
h ttp ://is c. s a ns . org / a nd h ttp ://ds h iel d. org /
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R ef erences  ( C is co - p ubl ic)
P roduc t S ec urity:  

• C i s c o ’s  P r o d u c t  V u l n e r a b i l i t i e s ;  A  m u s t -k n o w  f o r  e v e r y  C i s c o  u s e r ! ! !  
[h t t p ://w w w . c i s c o . c o m /g o /p s i r t ]

• S e c u r i t y  R e f e r e n c e  I n f o r m a t i o n : V a r i o u s  w h i t e  p a p e r s  o n  D o S  a t t a c k s  a n d  
h o w  t o  d e f e a t  t h e m  [h t t p ://w w w . c i s c o . c o m /w a r p /p u b l i c /7 0 7 /r e f . h t m l ]

I S P  E ssentials:
• T e c h n i c a l  t i p s  f o r  I S P s  e v e r y  I S P  s h o u l d  k n o w
[f t p ://f t p -e n g . c i s c o . c o m /c o n s /i s p /]

Tec hnic al tip s:
• T r o u b l e s h o o t i n g  H i g h  C P U  U t i l i z a t i o n  o n  C i s c o  R o u t e r s  
[h t t p ://w w w . c i s c o . c o m /w a r p /p u b l i c /6 3 /h i g h c p u . h t m l ]

• T h e  “s h o w  p r o c e s s e s ” c o m m a n d
[h t t p ://w w w . c i s c o . c o m /w a r p /p u b l i c /6 3 /s h o w p r o c _ c p u . h t m l ]

• N e t F l o w P e r f o r m a n c e  W h i t e  P a p e r
[h t t p ://w w w . c i s c o . c o m /w a r p /p u b l i c /c c /p d /i o s w /p r o d l i t /n t f o _ w p . h t m ]

M ailing lists:  ( see P S I R T p ages for subsc rip tion)
• c u s t -s e c u r i t y -a n n o u n c e : A l l  c u s t o m e r s  s h o u l d  b e  o n  t h i s  l i s t .  
• c u s t -s e c u r i t y -d i s c u s s : F o r  i n f o r m a l  d i s c u s s i o n s .
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